: 


STOP 
WATCHING 


For more information, please visit PuppetStudies.org 
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BOUNDLESSINFORMANT History 


Nn ret el aig eer Em TTT The NSA was established in 1952 by President Harry 

Truman. But as an ordinary citizen you wouldn't have 

sz, Zë E OAM known it. In fact, nobody would have known it. Even the 

d d existence of the NSA was highly classified until 1975. 

Despite this, for much of its history the NSA had a much 

larger budget than the CIA. (Modern budgets are, of 

course, Classified but it is believed that the CIA budget is 
now higher). 


To this day, the NSA remains the most secretive of the 
United States intelligence agencies, and is arguably the 
least exciting. While the FBI and CIA kill people, the NSA 


Sources surveils. They use computers, and most people dont 
* Megan Garber. 2013. “Meet really know how computers work. The fact that we can 
‘Boundless Informant,’ the NSA's joke about how “the NSA could be watching us” is a 
Secret Tool for Tracking Global reminder to their power. They could be watching us. And 


Surveillance Data. The Atlantic. 
e Glenn Greenwald and Ewen 


MacAskill. 2013. “Boundless . “ə ün p ; “ə. 
informant”ihe NS A secret təsi In this activity book you will find a series of activities 


to track global surveillance data” exploring the NSA s history and the few instances where 

The Guardian. their missteps and overreach have become public 
knowledge. In the back of the book you will find the 
answers to the puzzles, and sources for further reading. 


they probably are. 


TAO Catalog Wordsearch Have fun! (And try not to think about the horrors of our 
technological panopticon!) 


The catalog also lists the costs for 
each item, ranging from free to 
several million dollars. 


To see the full catalog 

* 2013.“Interactive Graphic: The 
NSA's Spy 

* Catalog" Der Spiegel 
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FISA Court MINARET Decryption 


Of the 41,222 requests, 85 were rejected. This is less than .21% Under the domestic surveillance MINARET, the NSA surveilled the 
communications. In 1962 this list included Americans travelling to 
Cuba. At the direction of President Johnson this grew to include 
anti-war activists, and it grew to include 1,600 under President 
Nixon, including journalists and civil rights leaders. 


Sources 

* FISA Court Annual Reports 

* Andrew Crocker. 2023. “The Foreign Intelligence Surveillance 
Court Has Made a Mockery of the Constitutional Right to 


Privacy.” Electronic Frontier Foundation, How did the NSA describe their own surveillance program? 


Room 614A SE : 
Sources j= im: 
e Ryan di pease sununununununum ji: 2 4-9-19-18-5-16-21-20-1 
Singel. “nü EE mrii Ei HIE : 
2007 di "nr ri 228 date 
ter Spy ii 1 
Room” PE ETRE |D Ee : d, REPE EE | HERE 
Documents Er, EREE ILI ERE) m E TERY E E E EEE 
Unsealed.” zl EEE EEEE Biri EE ETE E E 271275 9-6 14-15-20 
Wired EE LLL E (rect | EE asss? PEE) Ese. 
* "Hoom ZEE BLL!) ek : 
614A” Hn: : de Iriri iun : : : : 
Frontline "ERE JO : 
Phone Leaks | 2 | HEL rset rel FE ||| 15-21-20-18-5-7-8-20 
Only Qvvest did jb ——ÓÓÓ d 
rot cooperate. : EHIHIHHIHEED 


Sources: | 9—-12-71275-7-1712 
* Declan McCullagh. 2006. “Some companies helped the NSA, 
but which ones” CNET 
* Catherine Rentz Pernot. 2007. “The NSA and the Telecoms" 
FRONTLINE 
* Glenn Greenwald. 2013 “NSA collecting phone records of 
millions of Verizon customers daily.” The Guardian. 
* Glenn Greenwald. 2007. “Telecom amnesty would forever 
foreclose investigation of vital issues.” Salon. 
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Answer Key: SHAMROCK 


How'd they do it? 


WITH FULL COOPERATION BETWEEN THE INTERNATIONAL TELEGRAPH 


COMPANIES. RCA GLOBAL AND ITT WORLD COMMUNICATIONS AND 
SUBSTANTIAL COOPERATION FROM WESTERN UNION INTERNATIONAL. 


You don't need a warrant if the companies hand over the data! 


Sources 

* James Bamford. 1982. The Puzzle Palace. Penguin Books. 

* Frank Church, et al. “Senate Select Committee to Study 
Governmental Operations with Respect to Intelligence 
Activities” 1976. 

* Bruce Schneier. 2007. “Project Shamrock” Schneier on 
Security. 

* L Britt Snider. 2006. “Unlucky Shamrock: Recollections from 
the Church Committee’s Investigation of NSA” 


MINARET Decryption 


The NSA said MINARET was: 
“Disreputable, if not outright illegal” 


Source: 

* Matthew Aid and William Burr, 2013 “Secret Cold War 
Documents Reveal NSA Spied on Senators." Foreign Policy 
Magazine. 


The JELL-O Shot 


Lehrer's original recipe was vodka and orange JELL-O. The NSA 
was still classified at the time, Lehrer told people he worked on 
the atom bomb. 


Sources 

* Jeremy Bernstein. 2020. “Quantum Profiles" Oxford University 
Press 

* Jeremy Manzer. 1996 "Tom Lehrer, the Political Musician That 
Wasn't.” 
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Bumblehive 


The NSA operates a massive data storage center in the Utah desert 
codenamed Bumblehive. It’s purpose is, of course, classified and it 
cost more than $1.5 billion to build in 2014. 


Can you color in the data center? Don’t forget to add the 128 million 
gallons of water the center uses annually! 


Church Committee Eavesdropping 


In 1975, during the aftermath of Watergate, a Senate committee 
chaired by Frank Church (D-ID) investigated abuses by the 
intelligence agencies. This publicly revealed the existence of the NSA 
for the first time. During the course of this investigation, the NSA was 
actually surveilling Senator Church. 
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ZVKMO DY RSNO. 
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Package Interception 


One of the specials tools in the TAO catalog is adding malware to a 
computer or router before they are received by a specific customer. 


Below is a monitor cable, that allows TAO personnel to see what is 
displayed on the monitor. At what point in the computer assembly 
process would you install the cable? Draw an arrow to connect it. 


NSA installs a 
monitor cable 


Customer 
receives 
computer 
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supervisor to be diagnosed 


Please see your immediate 
with “security fever" 
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BOUNDLESSINFORMANT 


Is an NSA tool that has been used globally to extract data and 
metadata about computer web traffic including the To: From: 
and CC: fields of email addresses and IP address. 


Shade in the countries in RED you think were the most 
surveilled the most. 

Shade in YELLOW the countries that are surveilled a 
moderate amount. 

Shade in GREEN the countries you think are hardly 
surveilled at all. 
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[REDACTED} 


From 


I am concerned about 


your drug usage. 


Connections to Terrorism 


Another feature of the post 9/11 NSA was, of course, Islamophobia. 
The NSA surveilled several prominent Muslim Americans in attempts 
to connect them with international terrorist groups. 


Can you connect the wires to see which of these prominent Muslim 
Americans were actually connected to terrorist groups? 
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From 
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/ am concerned 
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usage is s 
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your lifespan. 


FISA Court 


In 1978, Congress and President Jimmy Carter passed the 
Foreign Intelligence and Surveillance Act (FISA). This created 
a court of seven judges picked by the Chief Justice to serve a 
seven year term, whose job is to review government requests 
for warrants to authorize electronic surveillance for foreign 
agents or American citizens suspected of involvement in 
espionage. The court and their proceedings are held in secret. 


From the court’s creation in 1979 to 2017, the FISA court has 
reviewed 41,222 warrants. Each of the warrants below 
represents 1000 submitted warrants. Circle how many you 
think were rejected! 
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confidence before reporting 


you to administration. 


